Title: CHECK BASED ONLINE PAYMENT 
AND VERIFICATION SYSTEM AND 
METHOD 

Inventor(s): William D. MEADOW et al. 
Appl. No.: 09/976,056 



MICR LINE FORMAT 



DIGITS 




\ 

110 

FIG. 1 

(PRIOR ART) 



MICR LINE FORMAT 



DIGITS 10 

V 


8 

V 


4 

\ 


6 




ABA# 


ACCOUNT # 


CHECK # 


HASH CODE 






V 


* Y i 



\ 

110 



\ 

210 



MICR LINE FORMAT 



FIG. 2A 



DIGITS 10 

V 


8 

V 


4 

V 


1 

V 


6 
\ 




ABA# 


ACCOUNT # 


CHECK # 


PRODUCT CODE 


HASH CODE 






Y 


» y A y J 



\ 

110 



\ 

215 



\ 

210 



FIG. 2B 



Title: CHECK BASED ONLINE PAYMENT 
AND VERIFICATION SYSTEM AND 
METHOD 

Inventor(s): William D. MEADOW et al. 
Appl. No.: 09/976,056 



PRIVATE 
DATA 
\ 



302 



305 



330 



CUSTOMER 



355 



BANK 






/ ' 
300 


^-315 


COMPUTER 



PERSONAL CHECK 
PRINTER 



335 



345 310 



COMPUTER 
1 

320 



FIG. 3 



CHECK PRINTER'S 
PUBLIC KEY 



CHECK PRINTER'S 
PRIVATE KEY 



i 







ENCRYPT 




DECRYPT 






MD5 




WITH 




WITH 




CHA 


ALGORITHM 




PPK 


► 


PPK 


► 


ALGORITHM 






ALGORITHM 




ALGORITHM 






\ 




\ 


\ 


\ 


456 




469 


476 


486 



FIG. 4 



Title: CHECK BASED ONLINE PAYMENT 
AND VERIFICATION SYSTEM AND 
METHOD 

Inventor(s): William D. MEADOW et al. 
Appl. No.: 09/976,056 




503- 



128-BIT 
SHARED SECRET 



SHA-1 
HASH ALGORITHM 



HASH VALUE 
504-^7 OF SYMMETRIC KEY 



ABA NUMBER, 
ACCOUNT NUMBER, 

CHECK NUMBER, 
THE PRODUCT CODE, 
PRIVATE DATA OF THE CUSTOMER 



510 




540 



CRC-32 
COMPUTATION 



560 



550 



32-BIT 
HASH 



i 



XOR THE TWO LEAST SIGNIFICANT 
BYTES WITH THE TWO MOST 
SIGNIFICANT BYTES 



570 



I 



MAP 16-BIT HASH TO 6-DIGITS 



580 -7 6-DIGIT HASH 



FIG. 5 



Title: CHECK BASED ONLINE PAYMENT 
AND VERIFICATION SYSTEM AND 
METHOD 

Inventor(s): William D. MEADOW et al. 
Appl. No.: 09/976,056 



CUSTOMER 

\ 

330 



WEB SITE 



606 i 



ON-LINE WEB SERVER 



CHECK VERIFIER 
SERVICE PROVIDER 



SERVER COMPUTER 



610 




677 NETWORK 



620 



630 



FIG. 6 



NETWORK 
677 




715 



CHECK 
VERIFIER 

— r ~ 



620 



i 



725 



CHECK 
VERIFIER 
COMPUTER 



630 



FIG. 7 



Title: CHECK BASED ONLINE PAYMENT 
AND VERIFICATION SYSTEM AND 
METHOD 

Inventor(s): William D. MEADOW et al. 
Appl. No.: 09/976,056 



810 



830 



CHECK NO. 
1001 


HASH CODE 
265491 


1002 


378970 


1003 


910011 


• 
• 


• 
• 
t 



820 



FIG. 8 



920 920 




ABA# CUST.# CHECK # PRODUCT HASH 

CODE CODE 



FIG. 9 



